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6WHJDQRJUDSK\SUHYHQWVGLVFRYHU\RIWKHH[LVWHQFHRIVHFUHWLQIRUPDWLRQEXWLIWKDWH[LVWHQFHLVSUHVXPSWLYHHDVLO\
VHFUHWFDQEHH[WUDFWHG&U\SWRJUDSK\DQG6WHJDQRJUDSK\DUHPRVWSRSXODUWHFKQLTXHVXVLQJZKLFKVHFXULW\FDQEH
DFKLHYHG&U\SWRJUDSK\ LV WKH DUW RI WUDQVIRUPLQJ D VHFUHW VXFK WKDW WKH WUDQVIRUPHG VHFUHW LV QRW XQGHUVWDQGDEOH
ZLWKRXWGHFLSKHULQJLW
6WHJDQRJUDSK\ LV WKH DUWRIKLGLQJ VHFUHW LQIRUPDWLRQ LQVLGH FDUULHU LQIRUPDWLRQ HDVLO\ VHFUHW FDQEH H[WUDFWHG
&U\SWRJUDSK\ SUHYHQWV DQ XQDXWKRUL]HG SDUW\ IURP GLVFRYHULQJ WKH FRQWHQWV RI D VHFUHW EXW JLYHV FOXH DERXW LWV
H[LVWHQFH ,Q WKLV SDSHUZH KDYH XVHG WKH FRPELQDWLRQ RI VWHJDQRJUDSK\ DQG FU\SWRJUDSK\:KHQZH SURFHVV LW
VHTXHQWLDOO\ LI WKH VHFUHW LQIRUPDWLRQ QHHGV WR EH WUDQVPLWWHG LV YHU\ KXJH WKDQ HPEHGGLQJ  H[WUDFWLRQ DQG
HQFU\SWLRQGHFU\SWLQJSURFHVVHVPD\WDNHPRUHWLPH6RWKHVHSURFHVVHVDUHFDUULHGRXWVLPXOWDQHRXVO\XVLQJWKH













9LGHR 6WHJDQRJUDSK\ LV D UHODWLYHO\ QHZ VWHJDQRJUDSKLF PHGLXP WKHUH KDYH EHHQ VRPH LQWHUHVWLQJ VFKHPHV
SURSRVHGZKLFKHQFRGHLQIRUPDWLRQLQPXOWLSOHGRPDLQVRIYLGHRVHTXHQFHV0XQDVLQJKHHWDOSURSRVHGDPHWKRG
WRKLGHDYLGHR LQDYLVXDO ILOH LQZKLFK/6%/HDVW VLJQLILFDQW%LWRIHDFKE\WHRI WKHFDUULHU ILOH LVFKDQJHG WR
HPEHG WKHFRQILGHQWLDOGDWD7KHPHWKRGRQO\FKDQJHV WKH/6% WKHUHZLOOQRWEHDQ\ LQFUHDVH LQ WKH VL]HRI WKH
FDUULHU ILOH7KXV WKH H[LVWHQFHRI WKHPHVVDJH FDQQRWEHGHWHFWHG6HFXULW\ LV QRW SURYLGHG WR FDUULHUGDWDZKLOH
WUDQVPLWWLQJ LQ LQVHFXUHFKDQQHO0ULWKDHWDO WULHG WR LPSURYH WKHVHFXULW\E\ LQWURGXFLQJDVHTXHQWLDOHQFRGLQJ
DQGGHFRGLQJEDVHGVWHJDQRJUDSK\+HUHWKHVHFUHWGDWDLVHPEHGGHGLQWRWKHFRYHUPHGLXPXVLQJDVHFUHWNH\DQG




JLYHV KLJKHU VHFXULW\ DQG UHVLVWDQFH DJDLQVW H[WUDFWLRQ E\ DWWDFNHUV E\ HPEHGGLQJ LPDJH UDQGRPO\ %DVHG RQ
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QXPEHURIRQH¶VSUHVHQWLQ06%SDUWRIHDFKSL[HOLQYLGHRIUDPHHLWKHUVHFUHWELWRUVHFUHWELWRUVHFUHWELWLV




7KHSUREOHPRIVHFXULW\ LQVWHJDQRJUDSK\ LVDJDLQDWWHPSWHG WRVROYHE\%DODMLHWDODQGKHSURSRVHGDYLGHR
VWHJDQRJUDSK\PHWKRGZKLFKFUHDWHVDQLQGH[IRUWKHVHFUHWLQIRUPDWLRQDQGWKHLQGH[LVSODFHGLQDIUDPHRIWKH
YLGHRLWVHOI8VLQJWKLVLQGH[WKHIUDPHVFRQWDLQLQJWKHVHFUHWLQIRUPDWLRQDUHORFDWHG+HQFHGXULQJWKHH[WUDFWLRQ












IRU VHFXUHG GDWD KLGLQJ DQG WUDQVPLVVLRQ RYHU QHWZRUNV7KLV DSSURDFK XVHV WKH JHQHWLF DOJRULWKP WR VKXIIOH WKH
SL[HOORFDWLRQRIWKHVWHJRLPDJHDQGYLVXDOFU\SWRJUDSK\WRFUHDWHWKHVKDUHV$OWKRXJKWKLVDSSURDFKJLYHVEHWWHU
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3.1 Random selection of frames.
7KH ILUVWSKDVHRIDOJRULWKP LQYROYHVVHOHFWLQJ IUDPHVRIFRYHUYLGHRUDQGRPO\ LQZKLFKVHFUHW LQIRUPDWLRQ LV





3.2 Parallelization of encryption and embedding. 
,Q VHFWLRQ  WKH LQIRUPDWLRQ WR EH HPEHGGHG LV WDNHQ IRU SURFHVVLQJ 7KLV SURFHVV LQFOXGHV WKH GLYLVLRQ RI
LQIRUPDWLRQ LQWR HTXDO SDUWV ZKLFK LV FRQYHQLHQW IRU WKUHDGLQJ SURFHVV RI HQFU\SWLRQ DQG HPEHGGLQJ 7KH
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3.3 Parallelization of Decryption and Extraction 
'HFRGLQJSURFHVVWDNHVVWHJRYLGHRDVLQSXW)RUH[WUDFWLRQWKHIUDPHVDUHVXSSOLHGE\WKHSUHYLRXVPHWKRG
H[SODLQHG LQ VHFWLRQZLWK WKHVDPH LQLWLDO VHHGYDOXHV7KHH[WUDFWLRQRI WKHHQFU\SWHGGDWD LVSURFHVVHG LQ
SDUDOOHO WKLV IROORZV WKH GHFU\SWLRQ SDUDOOHO SURFHVVLQJ 7KH VFKHPDWLF EORFN GLDJUDP LV VKRZQ LQ ILJXUH
)LJXUHEVKRZV'HFU\SWLRQRSHUDWLRQDQGILJXUHEVXPPDUL]HVWKHPHWKRGRORJ\RIGHFRGLQJ





Input: Video file, Secret information for embedding and extraction, 
Encryption key,Seed value for FSR. 
Output:Stego-video
Step 1: The secret information is read and content is equally divided 
into ‘m’ parts for encryption. 
Step 2:  The frames are selected randomly using FSR for embedding 




Input: Stego-video, Encryption key, Seed value for FSR. 
Output: Secret information. 
Step 1: The stego-video is read and the frames containing the secret 
information are identified by generating the frame numbers using 
FSR. 
Step 2: The embedded information is extracted from the random 
frames and decrypted. 
Step 3:  The Chunks of decrypted information is combined back to 
get the secret information. 
)LJD(QFU\SWLRQDQG(PEHGGLQJ0HWKRGRORJ\E'HFU\SWLRQDQG([WUDFWLRQ0HWKRGRORJ\
               a. Encryption                                                               b.  Decryption
Secret information:   01101101                                    Transformed value:         10111000 
                                                                                                   
          Secret Key :     11010101                                               Secret Key:           11010101 
Transformed Value: 10111000                                        Secret Information:      01101101 
)LJD(QFU\SWLRQ2SHUDWLRQE'HFU\SWLRQ2SHUDWLRQ






























VLQFH WKHUH DUH  WKUHDGV DQG HDFK WKUHDG QHHGV H[DFWO\  IUDPH IRU HPEHGGLQJ WKH WH[W LQIRUPDWLRQ 7RWDOO\ 
UDQGRPIUDPHVQHHGVWREHVHOHFWHGLHE\VHHLQJWKHILJXUHWKHIUDPHVVHOHFWHGDUHDQGLQZKLFKWKH
HQFU\SWHGLQIRUPDWLRQLVHPEHGGHG,IWKHVL]HRIWH[WLQIRUPDWLRQLVLQFUHDVHGWRFKDUDFWHUVWKDQHDFKWKUHDG
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4.1 Throughput 

7KURXJKSXW REWDLQHG E\ SDUDOOHO DQG VHULDO PHWKRGV IRU HQFRGLQJ DQG GHFRGLQJ SURFHVVHV DUH DQDO\]HG DQG
H[SHULPHQWDOUHVXOWVVKRZHGGUDVWLFLPSURYHPHQWLQSDUDOOHOL]LQJWKHUHVSHFWLYHSURFHVVHV)LJXUHDQGVKRZV
WKH FRPSDULVRQV RI VHTXHQWLDO DQG SDUDOOHO SURFHVVLQJ IRU HQFRGLQJ DQG GHFRGLQJ UHVSHFWLYHO\ 3DUDOOHOL]DWLRQ RI
WKHVHSURFHVVHV UHGXFHV WKH WLPH UHTXLUHG IRU HQFRGLQJ DQGGHFRGLQJ LQ YHU\ VLJQLILFDQWPDQQHU7KH WKURXJKSXW





















































































HQFU\SWLRQ WHFKQLTXH DQG SDUDOOHOL]DWLRQ 7KH VHFUHW LQIRUPDWLRQ LV HPEHGGHG LQ UDQGRP IUDPHV XVLQJ )65 7KH
DGYDQWDJHRIWKHDSSURDFKLVLWWDNHVOHVVFRPSXWDWLRQDOWLPHIRUHQFU\SWLRQHPEHGGLQJDQGH[WUDFWLQJGHFU\SWLQJ
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